BSI Training Academy
ISO/IEC 27001 Lead Auditor training course
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Essential information about the course

As internationally recognized best practice for an
information security management system (ISMS),
ISO/IEC 27001 helps organizations to build resilience and
protect information. So it's no surprise that companies
invest in training their people to get the knowledge and
skills to use ISO/IEC 27001 to secure their business.

Our ISO/IEC 27001 Lead Auditor training is an intensive
five-day course where you'll discover internationally-
recognized best practice auditing techniques so you can
confidently lead auditing activities.

You'll already have a detailed understanding of
ISO/IEC 27001 requirements.

Many delegates on this course will have already attended
our ISO/IEC 27001 Internal Auditor training course.

Using accelerated learning technigues our tutors

will make sure you leave with the skills to lead, plan,
manage and follow up an ISMS audit in accordance with
internationally recognized best practice (ISO 19011).

It will culminate on day five with a written exam and upon
successful completion you'll be awarded an internationally
recognized auditing qualification. This course will not

only benefit you when you return to your organization,
but it could also be an opportunity to advance your career
with a professional qualification.

‘It was a very good experience. The tutor explained concepts very well.

Altisource and Ocwen, Indian-based provider of mortgage and real estate services and technology
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Our course agenda

e e N B
Day 1 Day 2 Day 3
e First, second and third party audits e Purpose and business benefits of e Specimen exam: sections 1 and 2
« Audit process an ISMS review
* Audit objectives, scopes and criteria’s * Terminology * Auditing ‘context’
e Audit resources * Plan-Do-Check-Act * Auditing ‘actions to address risks
* Roles, responsibilities and * ISMS processes and context and opportunities’

confidentiality * Role of the auditor * Tutorial on body language
e Audit methods e ISMS documentation * Questions and evidence
e Stage 1 audit « Initiating the audit e Auditing ‘objectives, resource and
e Stage 2 audit * Document review com.p.etetwce' )
* Audit plan understanding * Audit plan in practice : ﬁjuodr:’icg?inz[fratlons and
* Work documents understanding * Work documents in practice
e Opening meeting understanding = Opening meeting in practice
e Audit evidence e QObservations
e Effective communication e Auditing ‘top management’
e Audit findings
e Audit meetings
e Closing meeting
e Audit reports
e Audit follow-up
N J
Day 4 Day 5
e Specimen exam: section 3 review * Hand in homework — audit report iomton Secorts Management
e Auditing ‘continual improvement' e Final questions/revision ROEA0 20
* Nonconformities e Evaluation
e Closing meeting in action * Introduction to the exam
e Audit report * Exam
e Audit follow-up in action e Reflections and feedback
e Specimen exam: section 4
Book today at
L J L ) bsigroup.com/training

—' Upon successful completion of your course, you'll receive an internationally recognized BSI certificate.

“The tutor did a fantastic job relaying the necessary information effectively and
efficiently, while also providing an interactive and enthralling environment.”

Deloitte, Global provider of professional services

bsi.

..making excellence a habit”



ISO/IEC 27001 Lead Auditor training course

We want to make sure you have the best learning experience possible. That's why we offer a range of training

courses from beginner to expert. We create a positive learning environment so you retain the knowledge and

acquire skills that will continue to be of use beyond the course.

Make sure this is the right course for you.
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This course is for you if: What's the course like? How will | benefit?

¢ You already have a thorough * Five days with some homework ¢ Confidently lead an ISMS

audit team
knowledge of ISO/IEC 27001 e by 3 ) e

« Vouire a manager who is responsible + Relaed and comfortable earming ® Be prepared for a successful third

for a team of internal auditors : pariiy [SOHIEL 2700 ssessiment
environment ) .
, . . ® Be able to audit according to

e You're responsible for leading ) : . . _ .

. e Youl'l receive comprehensive course internationally recognized best
ISOAEC 20001 secemtl pairt) euelis materials to take away practice (ISO 19011:2018)

- e leGlding £ Rl 2in e There will be a two-hour exam on the| | ® Network with like minded peers
internationally recognized audit final day ) ;
qualification c Develop professpnal!y and gain a

recognized qualification
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Why invest in training from BSI?

When you attend a BSI training course, our tutors are
the best in the business. They're truly passionate about
sharing their knowledge and ensuring you learn.

Training delivered at your site

]
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BSI Group
Kitemark Court

-2 This could be a convenient and cost effective

@ option, especially if you have multiple delegates.
Talk to one of our experts to find out more.

learning.

Trusted experts with years of hands-on and business
experience, they bring information security to life with
relevant and contemporary examples to enhance your

Next steps with the BSI Academy

Want to learn more? Our cloud security courses
may be of interest, including;
Introduction to Cloud Security

Auditing Cloud Security for STAR Certification

Davy Avenue, Knowlhill
Milton Keynes, MK5 8PP

T: +44 (0)345 086 9000
E: training@bsigroup.com
bsigroup.com/training

Find out more.

Call: +44 (0)345 086 9000
Email: training@bsigroup.com
or visit: bsigroup.com/training

BSI/UK/912/GRP/0916/EN/GP
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