Operational Technology(OT) Security for the C-Suite
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With the increased use of smart devices, the rapid pace of digital transformation and the emergence of Industry 4.0,
there is an ever-increasing need for board members to understand the dialogue and security challenges that come
with these technologies. This one-hour course is designed to provide senior management and board members withan
understanding of the technologies, languages, and security risks posed to organizations and enable them to make
policy and organizational decisions around safety,security risk, and overall effectivenessin line with business
strategies.

Who should attend?

e Senior Managers and board members seeking to gain an understanding of OT and the use as well as risk to
businesses

Whatwill | learn?

o A betterunderstanding of the top safetyand security concerns with OT based systemsand devices
e A betterunderstanding of the top down approach (Governance) to mitigating risks

e Anunderstanding of the core priorities from a technical standpoint along with cascaded affects to productivity,
safetyand overall business resilience

Course schedule

Introduction to OT Environments vs Enterprise Environments

* The importance of OT devices and systems to the business

* Anunderstanding of Attack trends and threatsto OT environments (to include examples)

»  OT Security mitigation strategies and golden rules to reduce risk for operatorsand engineers

What's included?

e Handouts or digital copy of the materials
e Certificate of attendance

About BSI

The Consulting Services teamat BSI provides an expansive range of solutions to help organizations address challenges
in cybersecurity, information management and privacy, security awareness and compliance.

For more information visit bsigroup.com/cyber-ie

bsi.


https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.bsigroup.com%2Fcyber-ie&data=02%7C01%7CConor.Gossage%40bsigroup.com%7C2966d8cddf8f4f5390b408d86b96c4ca%7C54946ffc68d34955ac70dca726d445b4%7C0%7C0%7C637377642595023771&sdata=3hRpb8t4ED0ahDg2o9h2E6gLxgfZreBMwF0MPcTzuhY%3D&reserved=0

