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Poll Question

What is your main objective from today’s
webinar..?

S-S N N

More information on Business Continuity
More information on Supply Chain Resilience
How to identify a Critical Business Function
How to identify a Critical Business Supplier
All of the above



Recent Impacts on the Global
Supply Chain
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Impacts on the Global Supply
Chain...
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Impacts on the Global Supply
Chain...
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An Introduction to
Organizational Resilience

L
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('S of terms being used today
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ess Continuity

L2
B
DIsaster Recovery

What do they mean, and how can they help
you today, tomorrow and moving forward...
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What is the difference between Business
Continuity and Disaster Recovery..?

Business Continuity is what an organization
relies on to keep operations functional during
a disruption or unplanned event, and
immediately after.

Disaster Recovery focuses on how you
respond after the event has completed,
review operations and how you return to
normal.
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What is the difference between Crisis
Management and Organizational Resilience..?

Crisis Management is the process by which an
organization reacts to a disruptive or unexpected
event that threatens to harm them.

Organizational Resilience is the ability of

an organization to anticipate, prepare for, respond
and adapt to incremental change and sudden
disruptions in order to survive and prosper.
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The organizational lifespan
ranking in the top S&P
Index 500 is 200% shorter
today than in the 1960’s...

Organizations are not
surviving as long as they
used to...
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Org ‘:J lional Resilience Is

‘the abllity of an organization to
anticipate, prepare for, respond and
adapt to incremental change and
sudaen disruptions In order to survive
and prosper.”

BS 65000, Guidance on Organizational Resilience
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Example of Resilience...
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Daiichi Site

In March 2011 an earthquake and tsunami hit
the coast of Japan, which caused significant
damage to the Daiichi nuclear power plant.

As a result, the Daiichi plant went critical and
was declared a no-go zone by the government
due to the nature of radioactive pollution in the
area.
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Example of Resilience...
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In March 2011 an earthquake and tsunami hit
the coast of Japan, which caused significant
damage to the Daiichi nuclear power plant.

As a result, the Daiichi plant went critical and
was declared a no-go zone by the government
due to the nature of radioactive pollution in the
area.

However, approximately 10km away on the same
coastline is their sister location, the Daini nuclear
power plant.

Daini Site

Daiichi Site This location .a_Iso suffered significant damage, but
did not go critical.

Their leadership team and site personnel had a
! Business Continuity plan, tried and tested, in
bSl- ‘making excellence a habit” place. i



Organizational Resilience...
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Poll Question

Which of the following is a priority for your
organization in the next 3 to 6 months..?

g 0 NS

Business Continuity
Health & Safety of my workforce
Supply Chain Resilience

Organizational Resilience

20



The Importance of Supply
Chain Resilience
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Supply Chain Resilience...

Definition

As modern day supply chain networks increasingly span continents
and become more complex, the ability to quantify and mitigate supply
chain risks throughout the procurement, manufacturing, transportation
and sales lifecycle is paramount.

Organizations need to identify the critical risks to minimize disruption
and help protect global operational, financial and reputational
exposures.

L
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Supply Chain Resilience...

Definition

As modern day supply chain networks increasingly span continents
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Supply Chain Resilience...

Today’s supply chain challenges include:
Increased demand for transparency from consumers...

Greater demand for goods — ecommerce affect...

New quality attributes...
- How was it made? and who made it?
« Under what condition was it made?
«  What was the impact on the environment?
» Was is sustainably sourced?

«  What is the ‘customer promise"?

L]
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Supply Chain Resilience Test...

How many suppliers do you currently have?

How many are direct vs indirect?

What percentage of your suppliers do you actively verify the living profiles of? > ' "
What percentage of your suppliers are critical to your business? -
Do they operate a safe and responsible business?

What risks do they present to your business, brand, product and consumer?
Does your supply chain adhere to your corporate values?

Can you tell your supply chain story?

L]
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Supply Chain Resilience...
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Supply Chain Resilience
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Supply Chain Resilience...

Retailer a

Manufacturer
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Supply Chain Resilience...
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Business Continuity Management... Overview

o 2003 — PAS 56 ‘Guide to Business Continuity Management’

o 2006 — BS 25999 '‘Business Continuity Management’

o 2012 - ISO 22301 'Business Continuity Management Standard’

L
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Business Continuity Management... Overview

ISO 9001 ISO 45001 ISO 22301 ISO 14001
Quality Health & Safety Business Continuity Environmental

Scope Scope Scope Scope

Normative References Normative References Normative References Normative References

Terms & Definitions Terms & Definitions Terms & Definitions Terms & Definitions

Context of the Organization Context of the Organization Context of the Organization Context of the Organization

Leadership Leadership Leadership Leadership

Planning Planning Planning Planning

Support Support Support Support

Operation Operation Operation Operation

Performance Evaluation Performance Evaluation Performance Evaluation Performance Evaluation

Improvement Improvement Improvement

Improvement

L
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Poll Question

Which of the following is most important
to your organization..?

TRl

Identifying a Critical Business Function
Identifying a Critical Business Supplier
Implementing Business Continuity

All of the above

32



How to Identify a Critical
Business Function
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Critical Business Function

What is a Critical Business Function..?

o A Ciritical Business Functions or ‘CBF’ is a business
activity or process that must be restored in the event
of a disruption to ensure the ability to protect the
organization's assets, meet organizational needs, and
satisfy regulations.

o Non-Critical Business Functions means, with respect
to the business or the services, functions that
do not fall within the category of Critical Business
Functions.

So how do you identify a Critical Business Function..?

-
bSL ~making excellence a habit’



Critical Business Function

For example...

Business Process

L
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Impact Factors

Timeframe Ratings




How to Identify a Critical
Business Supplier
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How to Identify a Critical
Business Supplier...

The majority of industries today are heavily regulated, and one
that relies on suppliers for the provision of business critical
supply's (e.g. ingredients, materials, packaging components,
etc.) and/or services (e.g. testing, warehousing, distribution,
etc.) to support core businesses...

What would be the affect to your business if...

A supplier suddenly went ‘offline’ (fire, closure, power failure, etc.)

Is there an alternative supplier who could cover this disruption?

Are they a direct or indirect supplier?

How long can you go without their product or service?

-
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How to Identify a Critical
Business Supplier...

b Y

Critical Supplier Rating — e.g. High / Medium / Low
Continuity Planning — e.g. Alternative Supplier / Back Up Stock &

Supplier Visibility — e.qg. Direct Supplier / Indirect Supplier -

-
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How to Unlock the Unknown Risks
In Your Global Supply Chain
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T,i' Supply Chain Resilience

Today...

Unplanned incidents and disruptions impact the global
supply chain...

Organizations use internal requirements and industry
standards to react to these risks and incidents...

Suppliers are required to meet these requirements and
standards...

Third party bodies provide independently verified
assessments against these requirements...

41
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"1]1' Supply Chain Resilience

Tomorrow...

What if there was a way of highlighting the unknown
risks throughout a global supply chain, through one
single assessment program, covering fifteen critical
areas of risk and focus..?

And, by using this information you were able to make
more informed decisions on how to manage supplier
risks — high risk, low risk, audit frequency, announced,
unannounced, etc...

Sounds great...

But how can this be achieved..?

L .
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Supply Chain Resilience

PAS 70002014

b OO0 se-gmentbed matrin approach o prequalification indemation.

PAS 7000:2014

Supply chain risk management —
Supplier prequalification
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bsi.
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Capabilities
& Capacity

ol MRy

Environmental Risk
Management

Security.

Supply Chain

I F
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Supply Chain Resilience
PAS 7000 — Supplier Pre-Qualification Requirements

iv

Financial Information & Business Employment
Insurance Governance Policies
Quality Risk Information & Data Risk Business
Management Management Ethics
Equal Workplace Business Continuity Risk
Opportunities Conditions Management

44



C No QA & CSR policies
9 Variable standards

-'f-UJ No ‘budget’ for CSR,
v QA, Process Control,
@) OHS, Environment,
C Social... etc

() Cost driven culture
No visibility
High risk

= =—

Reactive

L
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PAS 7000 — Supplier Pre-Qualification Requirements

Supply Chain Resilience

K

<I~ Full board commitment

Leading policies beyond
legal minimum

4> Excellent
(O communication and
e commitment

C Internal & external
Q auditing format

Regular reviews &
benchmarking

QA & CSR seen as

\

competitive advantage )

Proactive >
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Supply Chain Resilience
PAS 7000 — Supplier Pre-Qualification Requirements
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Poll Question

What is the next priority for you and
your organization..?

Gap Analysis — Where are my risks?
Training — How do I prepare?
Business Continuity Assessment?
Supply Chain Resilience?
Organizational Resilience?

All of the above...

S SR 0 D
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Further Information, Support
and Next Steps...
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Further Information... Introductlon“‘;'
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ISO 22301 -
Self-assessment questionnaire!
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Further Information... Implement .‘;

|

How 150 22301 wo  How ISO 22301 e CRENTIEUTLISE  Top tips on making ISO 22301
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Your implementation guide

.
bSL making excellence a habit.




Further Support...

PAS 7000:2014

Supply chain risk management =
Supplier prequalification

L
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Report 2017

Fesilience

Report 2018

Third annual report




SCREEN Intelligence

Proactively Monitor global disruptions,
identify potential impacts, and analyze
country level risks through one source
with BSI's Supply Chain Risk Exposure
Evaluation Network (SCREEN) solution.

» Supply Chain News & Analysis
« Daily Email Updates

» Interactive Risk Heat Maps

» Robust Country Risk Reports
» BSI Authored Reports



SCREEN Intelligence Modules

Supply Chain Security
« Cargo Theft -+ Hijacking - Sea Piracy

+  Smuggling Exposure « Corruption
Exposures « Counterfeiting « Terrorism _
- e i 2000000000 eeoasnde o
Business Continuity *ecce svooslllNcecescccsss
+ Man-Made « Economic « Natural 69— 56 oo EEEEEEEEEEE_
Disruption and Financial Disaster oco o 009600 0esccss
+ Political Stability Exposure and - :
Stability Resilience
Social Responsibility
« Human Rights « Working - Forced Labor
+ Women's Conditions »  Environment
Rights » Child Labor N )
Food Safety and Fraud _ = S soes
+ Food Safety -« Food Fraud 3 e | Se8scoeessee
and Recalls Risk . y '---‘:::2::;;1
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Supplier Compliance Manager

SCM enables you to track and mitigate threats
to your global operations, and track the
progress of your supplier risk and compliance
audit programs.

Real-Time Audit Analysis & Management
Interactive Supplier Risk Maps

Customized Audit Templates & Corrective
Actions

Robust Email Functionality
Automated Translation Capabilities




We are 3 plirpose-drivén
business focused on
organizational resilience.

bsi. ...making excélllence a habit

The world’s first National Standards Body

We work for the benefit of all industry
sectors, to improve, standardize and
harmonize current and future industry
challenges and risks

A founding member of ISO

Profit is reinvested back into BSI and never
distributed

We are independent from outside influence
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ISO 9001
QUALITY MANAGEMENT

BS 5750 (1979) » IS0 13485
IATF 16949

AS 9100

ENVIRONMENTAL MANAGEMENT
BS 7750 (1992) — IS0 14001

OCCUPATIONAL HEALTH AND SAFETY
BS 8800 (1996) —+ pe OHSAS —> 1SO 45001
18001
(1999)

INFORMATION SECURITY
BS 7799 (1995) s ISCR 7008

BUSINESS CONTINUITY
BS 25999 (2007) — IS0 22301
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Thank You...

Nicolas Carneiro
Director — Food & Retail Supply Chain — Asia Pacific

Nicolas.Carneiro@bsigroup.com

Titi Susanti
BDD — Food & Retail Supply Chain — Asia Pacific

Titi.Susanti@bsigroup.com
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