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Governance, risk and compliance

Governance, 
risk and 
Compliance

BS ISO/IEC 27003
ISMS Guidance

BS ISO/IEC 27004
Monitoring, 
measurement, analysis 
and evaluation

BS ISO/IEC 27005
Information security 
risk management

BS ISO/IEC 27014
Governance of 
information security
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protection

Network security

Network 
security

Cybersecurity 
and information 
security

Application security

Application 
security

BS ISO/IEC 27039
Intrusion detection and 
prevention systems (IDPS)

BS ISO/IEC/IEEE 
15026
Systems and software 
engineering

BS ISO/IEC 27033
(Six parts)
Network security

BS ISO/IEC 27034
(Five parts)
Application security
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Third 
party risk 
management
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Incident management

Cloud

Vulnerability management

BS ISO/IEC 27043
Incident investigation 
principles

BS ISO/IEC 27035 
(Three parts)
Information security 
incident management

BS ISO/IEC 27017
Security controls for 
cloud services

BS ISO/IEC 30111
Vulnerability handling 
processes

Cybersecurity and 
information security

BS ISO/IEC 27103
Cyber security and information 
security integration

BS 31111
Cyber risk and resilience. 
Guidance for the governing 
body and executive 
management

BS ISO/IEC 27032
Guidelines for 
cybersecurity

BS ISO/IEC 27002
Information security 
controls

03 Data protection
BS  10012
Personal information 
management

BS ISO/IEC 29101:2018
Privacy architecture 
framework

BS ISO/IEC 27701
Privacy information 
management system

BS ISO/IEC 29151
Data protection 
controls

BS ISO/IEC 29100
Privacy framework

04 Third party risk management
BS ISO/IEC 28000 
Security management 
systems for the supply 
chain

BS ISO/IEC 27018
 Data protection 

controls for cloud 
processors

BS ISO/IEC 27036
(Four parts)
Information security for 
supplier relationships

10 Business continuity
BS ISO/IEC 22301
Business continuity 
management systems

BS ISO/IEC 27031
ICT readiness for 
business continuity

BS ISO/IEC 29147
Vulnerability disclosure

BS ISO/IEC 27016
Information security 
management economics 

BS ISO 31000
Risk management

BS ISO/IEC 27001
Information security 
management systems 

Cybersecurity and data protection standards ecosystem

International Standards for management systems provide a mode to follow in setting up and operating a management system.
This model incorporates the features on which experts in the field have reached a consensus as being the international state
of the art. Through the use of the ISMS family of standards, organizations can develop and implement a framework for
managing information security, cyber security and data protection controls.

BSOL can help mitigate cybersecurity risks with standards
With BSOL you can access, view and download data protection, privacy 
management, cloud assurance and cybersecurity standards with multiple 
user access, across multiple sites, facilitating the distribution of the 
knowledge across your business.

Get in touch
+44 208 996 6353
BSOLSales@bsigroup.com




