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Example of Annex A

Table A.1 - Control Objective and
control for PIl controllers

Table A.1 — Control objectives and controls for PII controllers

Conditions for collection and processing

Objective:

To determine and document that processing is lawful, with legal basis as per applicable jurisdictions, with clearly
defined and legitimate purposes.

Control Control title Control
reference
Identify and The organization shall identify and document the specific purposes for
Al122 . . -
document purpose which the PII will be processed.
The organization shall determine, document and comply with the
Al123 Identify lawful basis relevant lawful basis for the processing of PII for the identified
purposes.
) The organization shall determine and document a process by which it
Determine when and how : :
Al24 i : can demonstrate if, when and how consent for the processing of PII
consent is to be obtained i .
was obtained from PII principals.
A125 Obtain and record consent The Drganlzanon shall obtain and record consent from PII principals
according to the documented processes.
} . The organization shall assess the need for, and implement where
Privacy impact . . . i
Al26 appropriate, a privacy impact assessment whenever new processing
assessment . i .
of PII or changes to existing processing of PII is planned.
The organization shall have a written contract with any PII processor
A127 Contracts with PII that it uses, and shall ensure that their contracts with PII processors
T processors address the implementation of the appropriate controls in Annex A
(see Table A2).
The organization shall determine respective roles and responsibilities
Al128 Joint PII controller for the processing of PII (including PII protection and security

requirements) with any joint PII controller.




A1 - Control Objective and control for PII controllers

Conditions for collection and processing
Objective: To determine and document that
processing is lawful, with legal basis as per applicable
jurisdictions, and with clearly defined and legitimate
purposes.

Control Reference:

A.1.2.2 Identify and document purpose

A.1.2.3 Identify lawful basis

A.1.2.4 Determine when and how consent is to be
obtained

A.1.2.5 Obtain and record consent

A.1.2.6 Privacy impact assessment

A.1.2.7 Contracts with PII processors

A.1.2.8 Joint PII controller

A.1.2.9 Records related to processing PII

Q@

Obligations to PIl principals

Objective: To ensure that PII principals are provided
with appropriate information about the processing of
their PII and to meet any other applicable obligations
to PII principals related to the Processing of their PII.
Control Reference:

A.1.3.2 Determining and fulfilling obligations to PII
principals

A.1.3.3 Determining information for PII principals
A.1.3.4 4Providing information to PII principals
A.1.3.5 Providing mechanism to modify or withdraw
consent

A.1.3.6 Providing mechanism to object to PII
processing

A.1.3.7 Access, correction and/or erasure

A.1.3.8 PII controllers' obligations to inform third
parties

A.1.3.9 Providing copy of PII processed

A.1.3.10 Handling requests

A.1.3.11 Automated decision making



A1 - Control Objective and control for PII controllers

Privacy by design and privacy by default Pll sharing, transfer, and disclosure

Objective: To ensure that processes and systems are Objective: To determine whether and document
designed such that the collection and processing when PII is shared, transferred to other jurisdictions
(including use, disclosure, retention, transmission and or third parties and/or disclosed in accordance with
disposal) are limited to what is necessary for the applicable obligations.

identified purpose. Control Reference:

Control Reference: A.1.5.2 Identify basis for PII transfer between
A.1.4.2 Limit collection jurisdictions

A.1.4.3 Limit processing A.1.5.3 Countries and international organizations to
A.1.4.4 Accuracy and quality which PII can be transferred

A.1.4.5 PII minimization objectives A.1.5.4 Records of transfer of PII

A.1.4.6 PII de-identification and deletion at the end of  A.1.5.5 Records of PII disclosure to third parties
processing

A.1.4.7 Temporary files

A.1.4.8 Retention

A.1.4.8 Disposal

A.1.4.9 PII transmission controls

Q@



Example of Anhnex A

Table A.2 - Control Objective and control for PIl processor

Obligations to PII principals
Objective:

To ensure that PII principals are provided with the appropriate information about the processing of their PI],
and to meet any other applicable obligations to PII principals related to the processing of their PIL

Comply with obligations to PII | The organization shall provide the customer with the means to

A.2.3.2 principals comply with its obligations related to PII principals.

Privacy by design and privacy by default
Objective:

To ensure that processes and systems are designed such that the collection and processing of PII (including
use, disclosure, retention, transmission and disposal) are limited to what is necessary for the identified
purpose.

The organization shall ensure that temporary files created as a
result of the processing of PII are disposed of (e.g. erased or
destroyed) following documented procedures within a specified,
documented period.

A2472 Temporary files

The organization shall provide the ability to return, transfer or
disposal of PII in a secure manner. It shall also make its policy
available to the customer.

Return, transfer or disposal of

A243 PII

The organization shall subject PII transmitted over a data-
AZ244 PII transmission controls transmission network to appropriate controls designed to
ensure that the data reaches its intended destination.




A2 - Control Objective and control for PII Processors

Conditions for collection and processing Obligations to PIl principals

Objective: To determine and document that Objective: To ensure that PII principals are provided
processing is lawful, with legal basis as per applicable ~ With the appropriate information about the
jurisdictions, and with clearly defined and legitimate processing of their PII, | o

purposes. and to meet any other applicable obligations to PII
Control Reference: principals related to the processing of their PII.
A.2.2.2 Customer agreement Control Reference: o

A.2.2.3 Organization’s purposes A.2.3.2 Obligations to PII principals

A.2.2.4 Marketing and advertising use
A.2.2.5 Infringing instruction

A.2.2.6 Customer obligations

A.2.2.7 Records related to processing PII




A2 - Control Objective and control for PII Processors

Privacy by design and privacy by default | sharing, transfer and disclosure

Objective: Objective:

To ensure that processes and systems are designed To determine whether and document when PII is
such that the collection and processing of PII shared, transferred to other jurisdictions or third
(including use, disclosure, retention, transmission and parties and/or disclosed in accordance with applicable
disposal) are limited to what is necessary for the obligations.

identified purpose. Control Reference:

Control Reference: A.2.5.2 Basis for PII transfer between jurisdictions
A.2.4.2 Temporary files A.2.5.3 Countries and international organizations to
A.2.4.3 Return, transfer or disposal of PII which PII

A.2.4.4 PII transmission controls can be transferred

A.2.5.4 Records of PII disclosure to third parties
A.2.5.5 Notification of PII disclosure requests

A.2.4.6 Legally binding PII disclosures

A.2.5.7 Disclosure of subcontractors used to process
PII

A.2.5.8 Engagement of a subcontractor to process PII
A.2.5.9 Change of subcontractor to process PII




Example of Annex A

Table A.3 - Control Objective and control for Pll
Controllers and PIl Processors

Security considerations for PII controllers and processors
Objective:

To ensure the security of PIl processing.

Control

Control title Control
reference

Information security policies related to PII processing shall be
. : i defined, approved by management, published, communicated to
Policies for information y .
A33 security and acknowledged by relevant personnel and relevant interested
parties, and reviewed at planned intervals and if significant
changes occur.

. X Information security roles and responsibilities related to PII
Information security roles and ¢

A34 A processing shall be defined and allocated according to the
responsibilities L
organization needs.
Information shall be classified according to the information
: . . : security needs of the organization, with consideration for PII
A35 Classification of information v ° ' '

based on confidentiality, integrity, availability and relevant
Interested party requirements.




A3 - Control Objective and control for PII Controllers

and PII Processors

Security consideration for PIll controllers and
processors

Objective:

To ensure the security of PII processing
Control Reference:

A.3.3 Policy for information security

A.3.4 Information security role and responsibilities
A.3.5 Classification of information

A.3.6 Labelling of information

A.3.7 Information transfer

A.3.8 Identity management

A.3.9 Access Rights

A.3.10 Addressing information security within
supplier agreement

Q@

A.3.11 Information security incident management
planning and preparation

A.3.12 Response to information incident

A.3.13 Legal, statutory, regulatory and contractual
requirement

A.3.14 Protect of record

A.3.15 Independent review of information security
A.3.16 Compliance with policies, rules and standard
for information security

A.3.17 Information awareness, education, and
training

A.3.18 Confidentiality or nondisclosure agreement
A.3.19 Clear desk and clear screen

A.3.20 Store media

A.3.21 Secure disposal or re-use of equipment
A.3.22 User endpoint devices

A.3.23 Secure authentication



A3 - Control Objective and control for PII
Controllers and PII Processors

Information backup

A.3.24 Information backup

A.3.25 Logging

A.3.26 Use of cryptography

A.3.27 Secure Development Life cycle

A.3.28 Application security requirement

A.3.29 Secure system architecture and engineering
principle

A.3.30 Outsource development

A.3.31 Test information

Q@
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Implementation guidance

for PII Controller and
PII Processors
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Annex B: Implementation guidance
for PII Controller and PII Processors

Bl. Implementation guidance for Pll Controller
o Same as ISO/IEC 27701:2019 Req. 7

B2. Implementation guidance for Pll Processor
- Same as ISO/IEC 27701:2019 Req. 8

B3. Implementation guidance for Pll Controller
and PIl Processors

o Security control guidance.

o It is covered implement guide for each control.




Annex C
Mapping to
ISO/IEC 29110




Annex C: Mapping for ISO/IEC 29110

Table C.1 — Mapping of controls for PII controllers and ISO/IEC 29100 Table C.2 — Mapping of controls for PII processors and ISO/IEC 29100

Privacy principles of Related controls for PII controllers Privacy principles of ISO/IEC 29100 Related controls for PII processors
ISO/IEC 29100 1. Consent and choice A.2.2.6 Customer obligations

1. Consent and Choice A1.2.2 Identify and document purpose 2. Purpose legitimacy and specification A 2272 Customer agreement
A1.2.3 Identify lawful basis A 223 Organization's purposes
A 124 Determine when and how consent is to be obtained A 224 Marketing and advertising use
A1.25 Obtain and record consent A 2725 Infringing instruction
A1.2.6 Privacy impact assessment A 232 Comply with obligations to PII principals
A13.5 Providing mechanism to modify or withdraw consent 3. Collection limitation N/A
A.1.3.6 Providing mechanism to object to PII processing 4. Data minimization A242 Temporary files
A13.8 PII controllers’ obligations to inform third parties 5. Use, retention and disclosure | A.2.5.4 Records of PIl disclosure to third parties

2. Purpose legitimacy and A1.2.2 Identify and document purpose JLn A.25.5 Notification of PII disclosure requests

specification A123 Identify lawful basis A256 Legally binding PII disclosures
A1.26 Privacy impact assessment 6. Accuracy and quality N/A
A13.3 Determining information for PII principals 7. Openness, transparency and notice A25.7 Disclosure of subcontractors used to process PII
A.1.3.4 Providing information to PII principals A 258 Engagement of a subcontractor to process PII
A13.11 Automated decision making A259 Change of subcontractor to process PII

Example
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Annex D: Mapping to the General Data Protection Regulation

Table D.1 — Mapping of ISO/IEC 27701 structure to GDPR articles

Subclause of GDPR article
Subclause of GDPR article this document
this document 28)(3)(0), (28)(3)(2), (28) 3) (), (30)(D)(d), (32) () (b)
41 (24)(3), (25)(3), (28)(5), (28)(6), (28)(10), (32)(3), (40)(1), (40)(2)(a), (40)(2)(b), B.3.14 (5)(2), (24)(2)
(40)(2) (<), (40)(2)(d), (40)(2)(e), (40)(2)(f), (40)(2)(g), (40) (2)(h), (40)(2)(), a1s T (3900
(40)(2)(5), (40)(2)(K), (40)(3), (40)(4), (40)(5), (40)(6), (40)(7), (40)(8), (40)(9), 3 (32)(1)d), 32)(2)
(40)(10), (40)(11), (41)(1), (41)(2)(2), A1)(2)(b), (41)()(0), (41)(2)(d), (41)(3), B.3.16 (32)M)d), 32)(2)
(41)(4), (41)(5), (41)(6), (42)(1), (42)(2), (42)(3), (42)(4), (42)(5), (42)(6), (42)(7),
(42)(8) B.3.17 (39)(1)(b)
42 (31), (35)(9), (36)(1), (36)(2), (36)(3)(a), (36)(3)(b), (36)(3)(c), (36)(3)(d), B.3.18 (5)(1)(f), (28)(3)(b), (38)(5)
(36)(3)(e), (36)(3) (1), (36)(5) S 500
43 32(2
52)) B.3.20 G)W)®, 32)W)@)
44 (32)(2)
B.3.21 (5)(1)(6)
6.1.2 3271 ,32)(2
(32)(1)(b), (32)(2) i P
6.1.3 (32)(1)(®), (32)(2) s -
5.2 (24)(2) -3. (5)(1) ()
B.3.24 51 ,(32)(1
53 27)(1), 27)(2)(@), 27)(2)(b), (27)(3), (27)(4), (27)(5), (37)(1)(2), (37)(1)(b), B, FAAE
371, 37)(2), B7)(3), B7)(A), B7N(5), B7)(6), 37)(7), (38)(1), (38)(2), B.3.25 5)(1) (D
(38)(3), (38)(4), (38)(5), (38)(6), B (1)), (39)(1)(b), (39)(1)(9), (39)(1)(d), 29 -
(39)(1)(e), 39)(2) 3- 32)1)E)
B.3.27 (25)(1)
B.3.28 (5)(1)(D), (32)(1)(a)
Example B.3.29 (25)(1)
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Annex E: Mapping to ISO/IEC 27018 and ISO/IEC 29151

Table E.1 — Mapping of ISO/IEC 27701 to ISO/IEC 27018 and ISO/IEC 29151

Subclause in Subclause in Subclause in
Subclause in Subclause in Subclause in this document ISO/IEC 27018 ISO/IEC 29151
this document 1SO/IEC 27018 I1SO/IEC 29151
B.1.2.7 N/A Al113
4 N/A N/A
. N/A N/A B.1.28 N/A N/A
p N/A P B.1.2.9 N/A N/A
7 N/A 723 B.1.3.2 N/A A1l0
g N/A N/A B.1.3.3 N/A N/A
9 N/A N/A B.1.34 N/A A9
10 N/A N/A B.1.35 N/A N/A
B.3.2 N/A N/A B.1.3.6 N/A N/A
B.3.3,B.3.4,B.3.5,B.3.6, 5.1.1,6.1.1,9.2.1, 16.1.1, B.1.37 N/A A101
B.3.7,B.3.8,B.3.9,B3.10, | 18.2.1,A.10.1,A.10.2,A.11.6,

B.3.11,B.3.12,B.3.13,B3.14,| A11.8,A119,A11.10, >,8.1,82,9.293,182 B.1.3.3 N/A N/A
B.3.15,B.3.16 Allil B.1.3.9 N/A N/A
B.3.17,B.3.18 7.2.2 N/A B13.10 N/A N/A

B.3.19,B.3.20, B.3.21 11.27, A-lﬁﬂy-“f A1LS, 83,11.1 B13.11 N/A N/A
B.1.4.2 N/A A5
B.3.22,B.3.23,B.3.24,
B.3.25, B.3.26, B.3.27, 7.2.2,942,10.1.1,12.1.4, 9.4,12.1,12.2,12.3,12.4, B.1.4.3 N/A N/A
B.3.28, B.3.29, B.3.30, 12.41,1242,1321,A11.1 13.1,13.2 D144 N/A A8
B.3.31
B.1.45 N/A N/A
B.1.2.2 N/A A4
B.1.46 N/A A71
B.1.2.3 N/A A41
B.1.47 N/A A72
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Annex F: Correspondence with ISO/IEC 27701:2019

F1. Correspondence between control in this document
and ISO/IEC 27701:2019

ISO/IEC 27701 | ISO/IEC27701: Control name
control 2019 control
identifier identifier
A33 6.2.1.1,6.2.1.2 | Policies for information security
A34 6.3.1.1 Information security roles and responsibilities
N/A 6.3.1.2 Segregation of duties
N/A 6.4.2.1 Management responsibilities
N/A 6.3.1.3 Contact with authorities
N/A 6.3.1.4 Contact with special interest groups
N/A New Threat intelligence
N/A 6.3.1.5,6.11.1.1 | Information security in project management
N/A 6.5.1.1,6.5.1.2 | Inventory of information and other associated assets
N/A 6.5.1.3,6.5.2.3 Acceptable use of information and other associated assets
N/A 6.5.1.4 Return of assets
A35 6.5.2.1 Classification of information
A36 6.5.2.2 Labelling of information
A37 6.10.2.1, Information transfer
6.10.2.2,
6.10.2.3
N/A 6.6.1.1,6.6.1.2 | Access control
A38 6.6.2.1 Identity management
N/A 6.6.2.4,6.6.3.1, | Authentication information
6.6.4.3
A39 6.6.2.2,6.6.2.5, | Accessrights
6.6.2.6

A3.10 6.12.1.1 Addressing information security within supplier agresments
b.ld.1.2

N/A 6.12.1.3 Managing information security in the [CT supply chain

MN/A 6.12.2.1, Monitoring, review and change management of supplier
6.12.2.2 seTvices

N/A New Information security for use of cloud services

MNSA 6.13.1.1 Information security incident management planning and

preparation

A3.11 6.13.1.4 Assessment and decision on information security events

A312 6.13.1.5 Rezponsze to information security incidents

N/A 6.13.1.6 Learning from information security incidents

MN/A &6.13.1.7 Collection of evidence

N/A 6.14.1.1, Information security during disruption
6.14.1.2,
6.14.1.3

N/A New ICT readiness for business continuity

A3.13 6.15.1.1, Legal, statutory, regulatory and contractual requirements
6.15.1.5

MN/A 6.15.1.2 Intallectual property rights

A314 6.15.1.3 Protection of records

N/A 6.15.1.4 Privacy and protection of PII

A3.15 6.15.2.1 Independent review of information security

A316 6.15.2.2, Compliance with policies, rules and standards for information
6.15.2.3 security

N/A 6.9.1.1 Documented operating procedures

MN/A 6.4.1.1 Screening

MN/A 6.4.1.2 Terms and conditions of employment

A3a7 6.4.2.2 Information security awareness, education and training

M/A 6.4.2.3 Disciplinary procedures

N/A 6.4.3.1 Responsibilities after termination or change of employment

A3.18 6.10.2.4 Confidentiality or non-disclosure agreements

N/A 6.3.2.2 Remote working

N/A 6.13.1.2, Information security event reporting
6.13.1.3

MN/A 6.8.1.1 Physical security perimeter

N/A 6.8.1.2,6.8.1.6 Physical entry




Annex F: Correspondence with ISO/IEC 27701:2019

F1. Correspondence between control in this document
and ISO/IEC 27701:2019

N/A 6.10.1.2 Security of network services
N/A 6.10.1.3 Segregation of networks
N/A New Web filtering
A.3.26 6.7.1.1,6.7.1.2 | Use of cryptography
A.3.27 6.11.2.1 Secure development life cycle
A.3.28 6.11.1.2, Application security requirements
6.11.1.3
A3.29 6.11.2.5 Secure system architecture and engineering principles
N/A Mew Secure coding
N/A 6.11.2.8, Security testing in development and acceptance
6.11.2.9
A.3.30 6.11.2.7 Outsourced development
N/A 6.9.1.4,6.11.2.6 | Separation of development, testing and production
environments
N/A 6.9.1.2, Change management
6.11.2.2,
6.11.2.3,
6.11.2.4
A3.31 6.11.3.1 Test information
N/A 6£.9.7.1 Protection of information systems during audit testing

N/A 6.8.1.3 Securing offices. rooms and facilities
N/A New Physical security monitoring
MN/A 6.8.1.4 Protecting agalnst physleal and environmental threats
N/A £.8.1.5 Working in secure areas
A3.19 6.B.29 Clear desk and clear screen
N/A 6.8.2.1 Equipment siting and protection
N/A 6.8.2.6 Security of assets off-premises
A3.20 £.5.3.1,6.5.3.2, | Storage media
6.5.3.3,6.8.2.5
N/A 6.8.2.2 Supporting utilities
N/A 6.8.2.3 Cabling security
N/A 68.2.4 Equipment maintenance
A3l 6.8.2.7 Secure disposal or re-use of equipment
A322 6.3.2.1, 6.8.2.8 | User endpoint devices
N/A 66.2.3 Privileged access rights
N/A 6.6.4.1 Information access restriction
N/A 6.6.4.5 Access to source code
A3.23 6.6.4.2 Secure authentication
N/A 6.9.1.3 Capacity management
N/A 6.9.2.1 Protection against malware
N/A 6.9.6.1 Management of technical vulnerabilities
N/A New Configuration management
N/A MNaw Information deletion
N/A MNew Data masking
N/A Mew Data leakage prevention
Al24 6.9.3.1 Information backup
N/A 6.14.2.1 Redundancy of information processing facilities
A3.25 6.9.4.1,6.94.2, | Logging
6.9.4.3
N/A New Monitoring activities
N/A 6.9.4.4 Clock synchronization
N/A 6.6.4.4 Use of privileged utility programme(s)
N/A 6.9.5.1, 6.9.6.2 Installation of software on operational systems
N/A 6.10.1.1 Metwork security
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Table F.2 — Correspondence between controls in ISO/IEC 27701:2019 and controls in this

document
6.3.2.2 N/A Teleworking
ISE%;;.IE[;:::;EL: ISD;;I'JEI.:L;E;?GI Control name according to ISO/IEC 27701:2019 411 N/A Soreening
identifier identifier 6.4.1.2 N/A Terms and conditions of employment
6.2.1.1 A33 Policies for information security 6.4.2.1 N/A Management responsibilities
6.2.1.2 A.3.3 Review of policies for information security 6.4.2.2 A3.17 Information security awareness, education and training
6.3.1.1 A34 Internal security roles and responsibilities 6.4.2.3 N/A Disciplinary procedures
6.3.1.2 N/A Segregation of duties 6.4.3.1 N/A Termination or change of employment responsibilities
6.3.1.3 N/A Contact with authorities 6.5.1.1 N/A Inventory of assets
6.3.1.4 N/A Contact with special interest groups 6.5.1.2 N/A Ownership of assets
6.3.1.5 N/A Information security in project management 6.5.1.3 N/A Acceptable use of assets
6.3.2.1 A.3.22 Mobile device policy 6.5.1.4 N/A Return of assets
6.5.2.1 A35 Classification of information
6.5.2.2 A3.6 Labelling of information
Example 6.5.2.3 N/A Handling of assets
6.5.3.1 A.3.20 Management of removable media
6.5.3.2 A.3.20 Disposal of media
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