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« Overview artificial intelligence (AI) requirements

BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system — 14 November 2022 - 22/30426041 DC

It is draft for public comment — BSI

For organization Providing or Using Product
or service that utilized Al system

Management System requirement same as
ISMS requirement — 4-10 and Annex A
control objective and control

bsi.

Draft for Public Comment 7
Torm 36

DPC: 22730426041 DC

USI Croup uleadquasters
S Date: 14 November 2022
21 Rara cadon WH 4AT Origin: Internationai

Latest date for receipt of comments: 2 Janwary 2023 Project No. 2020:02322

Rexpomsi bl tow: AR 17 Artificial Inkligence

Interested commiices.

Tak Deaft BS [SOTEC 42001 laforuztion Tochuology - Artificial wclligeoec - Mapagomeat systeny

Please notif
content of

retasy if you are aware of any heywords that might assist in classifviag of ideotifi ing the standazd or (f the

WARNING: THIS IS A DRAFT AND MUST NOT BE REGARDZD OR USZD AS A BRITISH STANDARD.
THIS DRAFT IS NOT CURRENT BEYOND I sanuary 2023

oLusets £0m interested pasties; all conunents will be given coasidesation prior to publication No
Iy be senl, See aerleal for i ion on the submission of

wr ST et as permided under the Copyright, Designs
o brieling murposes, |lectronic cincubanon is krnted to

on stingg orpramizaons mepresenied on the commniiees Teenenc
hitp:istandardsdevelopmesLhsigraup.com

Resposible Commitie: Seerctan: Ms Sineiie Bratl (881)
Digoct 1el 020 8996 7203
1mioia: emetie.bratta Inigronp.com
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- BS ISO/IEC 42001 Information Technology - Artificial intelligence Managemefit
system — 14 November 2022 - 22/30426041 DC

Drealt for TFublic Comment
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DPC: 2207 30426041 DC

- PDCA Model PN
° I nte N d ed fo r use by (0] rg an | Za tl on P rOV| d | N g or U Sl N g P rOd u Ct or Tale:  Deat BS [SOTEC 42091 Lonsation Techology - Artificial e lligense - Maapeiacat systert

service that utilized Al system

e o v heywords that miglt assist in elassifing of idmtifiing the standard or (Fthe

« Help organization develop or use Al system responsibly in pursuing T S o e
its objectives, and meet applicable regulatory requirement, L e ROTRA B
obligations related to interested parties and expectation from them

satior: priog o publication. No

Jest wirdder he Copyright, Desizns
iz cincakiison i rwed w0

Bl pzrsLands rdslevelopmesLhiro p.eam

« Applicable for any organization provided or used products or
services that utilized Al system

Lo Sanetare: M Sitnedie
L'l m l 0 08"‘16 DJ

I . ||||| 2l eerelie.brat i Isigronp.com




Internal

- BS ISO/IEC 42001 Information Technology - Artificial intelligence Managemefit
system — 14 November 2022 - 22/30426041 DC

Druft for Public Comment e
Turmn 36

. DPC: 2207 30426041 DC
bsi.

Requirement 4-10 PDCA framework, Management system

U Covup aleadquisiens
3 Date: 14 Nuvember 2022

255 Clisack W Rard Leadsa W 1 4al Origin: Internatinnal

Latest date for receipt of commenis: 2 Janwary 2025 Project No. 202002822

IRespons ble wommitlees AR 1D Astiicial Inle ligense

» Annex A — Control objective and control

Tile:  Deaft BS [SOTEC 4200 kdonution Teclwelopy - Artificial intelligeuce - Masapament syston,

* Annex B — Implement Guide for Al control

Pleass notif the secretazy if your are nwate of aay heywords that miale assist in elassifving of ideotifiing the steardasd or (the
content of this standard
il s any issues related to Snd pa
ity affects other national standasdis
ili} pequires additional nationsl gaidancs or information

» Annex C — Potential Al — Related organizational objectives and IS DiAFY 15 0T CURKENT BENOND by 030

= This draft is i~-ned 10 2liow comumeots & interasted parties; all comments il be given coasidesation priog to publication. No
rIS SO u rces ke beddggeremt will maemal by e sent, See verleal for i i an the submission of

L prir wrillem permmission (o 1351 enzepl as permild ed urder the Copyright, Desizms
nion foe briefing purposes, Llesnomie cinculisen i beeled w0
metnbers

PR, parcat or copyright

frenm HS1 Shap it petishop.bei
90 Bl ar eminl exervic

alsn svanlable Tnom RS

+ Annex D — Use of AI management system across domain or S ——
sectors

Tenpuocis bl o nilhos Socectare: Mo Suneiie Bralt (1380
Diicect tcl: 020 $996 7203
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BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system

e 6.1 Actions to address risks and opportunities

e 4.1 Understanding the organization and its context e 6.1.1 General

* 4.2 Understanc_ling the needs and expectations of e 6.1.2 Al risk assessment
interested parties e 6.1.3 Al risk treatment

e 4.3 Determining the scope of the AI management e 6.1.4 AI System Impact assessment
system

e 6.2 Al objectives and planning to achieve them

e 4.4 Al management system e 6.3 Planning of changes

e 5.1 Leadership and commitment e 7.1 Resources

e 5.2 Al Policy e 7.2 Competence

53 Org_anizational roles, responsibilities and e 7.3 Awareness
authorities e 7.4 Communication

e 7.5 Documented information

bsi.
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« BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system

e 8.1 Operational planning and control
e 8.2 Al risk assessment

e 8.3 Al risk treatment

e 8.4 Al System Impact Assessment

e 9.1 Monitoring, measurement, analysis and evaluation
¢ 9.2 Internal audit
e 9.3 Management review

e 10.1 Continual improvement
¢ 10.2 Nonconformity and corrective action

bsi.
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« BS ISO/IEC 42001 Information Technology - Artificial intelligence

Management system

Annex A
{normative,

Reference control objectives and contro.s

Al Generdl

Tae controls detailed in Table. 1.1 provide the organization with a reference for meeting organizational
ob,ectives and addressing risk reiated to the design and operation of A. systems. Mot all the contrel
objectives and controls listed in ‘'able A1 are re juired to be vsed, and the organization can design and
fuuplement their own controls (see Clause 5.1.3).

Annex B pro-ides implementation guidance sor all the controls listed in Table A 1. The first colurun in
Tahle A.1 pravides the crozs-reierence for a specific lause in Annes B.

‘table A 1 — Coutrol objectives and conirols

B.2 Policies related to A.

| Objective: To provide management direction and support for Al systems according to business
1

| requirements and applicable legal obligations (including contractual obligations;.
| B.2.2 Al policy Control

The organization shall document a policy for the
development or use of Al systems.

| B.2.3 Alignment with other | Control

organizational policies The organization shall determine where other

policles can be affected by or apply to, the
organization's objectives with respect to Al sysiems.

| B.24 Review of the Al policy Control

The Al policy shall be reviewed at planned intervals
or additionally as needed to ensure its continuing
suitability, adequacy and effectiveness,

| B.2 Internal organization

| Objective: To establish accountability within the organization to uphold its responsible approach for
| the implementation, operation and management of Al systems.

B.3.2 Al roles and responsibilitles

Control
Roles and responsibilitles for Al shall be defined and
allocated accerding to the needs of the organization.

| B.3.3 Reporting of concerns Control

The organization shall define and put in place a
process for employees of the organization to report
concerns about the organization's role with respect to
an Al system throughout its life cycle.

16
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- BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system

| B.4 Resources for Al systems

| B.5 Assessing impacts of Al systems

Objective: To ensure that the organization accounts for the resources (including Al system components
and assets) of the Al system in order to fully understand and address risks and impacts.

E.4.2

Resource documentation

Control

The organization shall identify and document
relevant resources required for the activities at given
Al system life cycle stages and other Al-related
activities relevant for the organization.

B4.3

Data resources

Control

As part of respurce identification, the organization
chall document information about the data resources
utilized for the Al system.

B.44

Tooling resources

Control

As part of resource identification, the organization
shall document information about the tooling
resources utilized for the Al system.

B.4.5

System and
rEsOUrces

computing

Contral

As part of resource identification, the organization
shall document information about the system and
computing resources utilized for the Al system.

B4.6

Human resources

Control

As part of resource identification, the organization
shall decument information about the human
resources utilized for the development, deployment
and operation of the Al system,

bsi.

| Objective: To assess system Impacts to interested parties of the AT system throughout its life cycle.

B.5.2 Al system impact assessment | Control
process The organization shall assess the potential
consequences for individuals and societies that would
result from the development or use of Al systems.
B.5.3 Documentation of Al system | Control
Impact assessments The organization shall document the results of Al
system impact assessments and retain results for a
defined period.
BS54 Assessing Al system impact on | Control
?ngi:;iuis and  groups of The organization shall assess and document the
n uas potential lmpacts of Al systemns to individuals or
groups of individuals throughout the system's life
cycle.
B.55 Assessing societal impacts of Al | Control
systems A
E The organization shall assess and document the
potential societal impacts of their Al systems
throughout their life cycle.

17
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« BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system

E B.6 Al system life cycle

Objective: To ensure that the organization ldentifies and documents objectives and implements
processes for the responsible destgn and development of Al systems.
B.6.1 Management guidance for Al system development
B.6.1.2 Objectives  for responsible | Control
development of Al system The organization shall Identify and document
abjectlves to gulde the development of trustworthy Al
systems, and take those objectives into account and
integrate measures fto achieve them in the
development life cycle.
B.6.1. Processes for trustworthy Al | Control
Zii}:lf ment design and The organization shall define and document the
P specific processes for the design and development of
the Al system.
°

B.6.2 Al system development life cycle

B.6.2.2

Al system requirements and
specification

Control

The organization shall specify and document
requirements for new Al systems or material
enhancements to existing systems.

B.6.23

Documentation of Al system
design and development

Control

The organization shall document the Al system design
and development based on organizational objectives,
documented requirements and specification criteria.

B.6.24

Al system verification and
validation

Control

The organization shall define and document
verification and validation measures for the Al system
and specify criteria for their use.

B.6.2.5

Al system deployment

Control

The organization shall document a deployment plan
and ensure that appropriate requirements are met
prior to deployment.

B.6.2.6

Al system operation and
monitoring

Control

The organization shall define and document the
necessary elements for the ongoing operation of the
Al systemn. At the minimum this should include system
and performance monitoring repairs, updates and
SUppoTt.

Bo.2.7

Al system techmnical

documentation

Control

The organization shall determine what Al system
technical documentation is needed for each relevant
category of interested partles, such as users, partners,
supervisory authoritles, and provide the technical
documentation to them in the appropriate form.

B.6.2.8

Al system recording of event
logs

Control

While the Al system is in operation, automatic record
keeping of event logs should be enabled when
necessary.

18
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« BS ISO/IEC 42001 Information Technology - Artificial intelligence
Management system

B.7 Data for Al systems | B.2 Information for interested parties of Al systems
Objective: To ensure that the organization understands the role and impacts of data in Al systems in Objective: To ensure that relevant interested parties have the necessary information to understand
the application and development, provision or use of Al systems through their life cycles. and assess the risks and their impacts (both positive and negative).
B7.2 Data for development and | Control BS7 Cyvstern | documentationn  and | Control
enhancement of Al system N i ;
The organization shall define, document and information for users The organization shall determine and provide the
implement data management processes related to the necessary information to users of the system,
development of Al systems. -
573 Acquisition of data po— B.2.3 Flrjl_derstindability of provided | Control
miormaton . . v s
The organization shall determine and document Information provided to 1:I'ItE:I‘IEStE.d parties shall be
details about the acquisition and selection of the data clear, understandable and appropriate for them.
used in Al systemns. B.2.4 External reporting Control
B.74 Quality of data for Alsystems | Control The organization shall provide capabilitles for
The organization shall define and decument reporting adverse impacts of the systerm,
requirements for data quality and ensure that data — c—
used to develop and operate the Al system meet those B.8.5 Communication of incidents Control
requirements. The organization shall determine and document a
B7E5 Data provenance Control plan for communicating incidents to users of the
system.
The organization shall define and document a process Y
for verifying and recording the provenance of data B.2.6 Information  for Interested | Control
used inits Al systems over the life cycles of the data partles The organlzation shall determine and document thelr
and the Al system. i e X
obligations to reporting information about the Al
B.7.6 Drata preparation Control system to interested parties.
The organization shall define and document their
needs for and approaches to data preparation.

bsi.
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« BS ISO/IEC 42001 Information Technology - Artificial intelligence

Management system

| B.9 Use of Al systems

| B.10 Third party relationships

| Objective: To ensure that the organization uses Al responsibly and per organizational policies.

| BO.2 Processes for responsible use | Control

E of Al The organization shall define and document the
E processes for the responsible use of Al systems.
|BO.3 Objectives for responsible use | Control

E of Al system The organization shall identify and document
| objectives to guide the responsible use of Al systems.
| B94 Intended use of the Al system | Control

The crganization shall ensure that the Al system is
used according to the intended uses of the Al system
and its accompanying documentation.

bsi.

| Objective: To ensure that, when third parties are involved at any stage of the Al system life cycle, the

organization understands its responsibilities and remains accountable for these, while being able to
assess and mitigate the risk of reliance on third parties for respensihilities allocated to them and enable
third parties to assess and treat the risks related to reliance on Al products and services developed by
the organization.

B.10.2 Allocating responsibilities Control

The organization shall ensure that responsibilities
within their Al system life cycle are allocated between
the organization, its partners, suppliers, customers
and third parties.

| B.10.3 Suppliers Control

E The organization shall ensure that its suppliers
commit to a responsible approach to the development

| of Al systems.

!' B.10.4 Customers Control

The organization shall ensure Its responsible
approach to the development of Al systems considers
their customer expectations and needs.

20
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Annex C — Potential AI — Related organizational objectives and risk sources =

Objective and risk sources as ISO/IEC 23894 Information technology — Artificial intelligence —

Guidance on risk management

B bjectve:

e Fairness

e Security

o Safety

e Privacy

e Robustness

e Transparency and Explainability
e Accountability

e Availability

e Maintainability

e Availability and quality of training data
e Al expert

b L
Sl. Copyright © 2021 BSI. All rights reserved
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Annex C — Potential AI — Related organizational objectives and risk sources

Objective and risk sources as ISO/IEC 23894 Information technology — Artificial intelligence —

Guidance on risk management

Level of automation

Lack of transparency and explainability
Complexity of environment

System life cycle issues

System hardware issues

Technology readiness

Risk sources related to machine learning

= Risk sources:

bsi.

Copyright © 2021 BSI. All rights reserve!
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Annex D — Use of AI management system across domain or sectors

- Applicable to any organization providing

bsi.

or using product or service that utilize Al
System

Integration of AI management system
with other management system standard
— Example ISO/IEC 27001, ISO/IEC
27701, ISO 9001

Certification scheme

Copyright © 2021 BSI. All rights reserve!
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42001 with other
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Combine ISO/IEC 42001 with other management system and updated status %

From Annex D

« ISO/IEC 42001 can be certified in organization
« ISO/IEC 42001 can be integrated, combined in other management

mm [SO/IEC 42001 — Now

- ISO/IEC FDIS 42001 Information technology — Artificial intelligence — Management
system

bsi.
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