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Kittipong Keatniyomrung,
Client Manager/ Product Manager, bsi. Group (Thailand) Co., Ltd.

Responsibility:

coodopoopo00

Lead Auditor ISO 9001(Quality management systems)

Lead Auditor ISO 14001(Environmental management systems)

Lead Auditor BS OHSAS 18001(Occupational health and safety management systems)
Lead Auditor ISO 45001 (Occupational health and safety management systems)

Lead Auditor ISO 27001 (Information Security Management System)

Lead Auditor ISO 27701 (Privacy Information Management System)

Lead Auditor ISO 20000-1(Service Management System)

Lead Auditor ISO 39001 (Road Traffic Safety Management System)

Lead Auditor ISO 50001 (Energy Management System)

Lead Auditor ISO 22301 (Business Continuity Management System)

) Lead Auditor CSA STAR Certificate
O Lead Auditor ISO 27701

J IRCA Trainer for ISO/IEC 27001 course
J IRCA Trainer for ISO 22301 course
J IRCA Trainer for ISO/IEC 20000-1 course
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PDPA/ GDPR Trainer
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In the EU, human dignity is recognised as an absolute
fundamental right. In this notion of dignity, privacy or the

right to a private life, to be autonomous, in control of
information about yourself, to be let alone, plays a pivotal

role. Privacy is not only an individual right but also a social value.

(EUROPEAN DATA PROTECTION SUPERVISOR The EU's independent data protection authority)
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Privacy Information
Management System (PIMS)
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PIMS Plan, Do, Check, Act cycle
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BS ISO/IEC 27701:2019

BSI Standards Publication

Security techniques — Extension to [SO/IEC 2700

and [SOIEC 27003 for privacy information Contents in ISO/IEC 27701

management — Requirements and guidelines

bsi.

.
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BS ISO/IEC 27701:2019

1. Scope
2. Normative Reference

Security techniques — Estension to 3. Terms, definitions and
and [SO/IEC 27002 for privacy information - -
abbreviations

management — Requirements and guidelines

bsi.
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4 General

Table 1 — Location of PIMS-specific requirements and other information for implementing

controls in EO[ 1EC 27001:2013|
Clause in Title Subclause in Remarks
ISO/IEC 27001:2013 this document
B Context of the organization 52 Additional requirements
5 Leadership 53 No PIMS-specific requirements
6 Planning 34 Additional requirements
7 Support 5.5 No PIMS-specific requirements
8 Operation 3 No PIMS-specific requirements
9 Performance evaluation 57 No PIMS-specific requirements
10 Improvement 5.8 No PIMS-specific requirements
NOTE The extended interpretation of “information security” according to 5.1 always applies even when
there are no PIMS-specific requirements.

.
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4 General

Table 2 gives the location of PIMS-specific guidance in this document in relation to [SO/IEC 27003.

bsi.

Table 2 — Location of PIMS-

guidance and other information for implementing controls

inISO/IEC 27002:2013
Clause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document
5 Information security policies 6.2 Additional guidance
Organization of information 83 Additional guidance
security
7 Human resource security £4 Additional guidance
8 Asset management 85 Additional guidance
9 Access control £.6 Additional guidance
10 Cryptography 87 Additional guidance
11 Physical and environmental 6.8 Additional guidance
security
12 Operations security 69 Additional guidance
13 Communications security £10 Additional guidance
14 System acquisition, &11 Additional guidance
development and
maintenance
15 Supplier relationships £12 Additional guidance
16 Information security incident 613 Additional guidance
management
17 Information security aspects 614 No PIMS-specific guidance
of business continuity
management.
18 Compliance 815 Additional guidance

NOTE The extended interpretation of “information security” according to £.1 always applies even when

there is no PIMS-specific guidance.

Copyright © 2019 BSI. All rights reserved.
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BS ISO/IEC 27701:2019

Security techniques — Extension to [SO/IEC 2700
and for privacy information

management — Requirements and guidelines

bsi.
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Clause 5: PIMS-specific
requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific
guidance related to ISO/IEC
27002

Clause 7: Additional ISO/IEC
27002 guidance for PII
controllers

Clause 8: Additional ISO/IEC
27002 guidance for PII
processors



Annex A- F

Annex A (informative) PIMS-specific reference control objectives and
controls (PII Controllers)

Annex B (normative) PIMS-specific reference control objectives and
controls (PII Processors)

Annex C (informative) Mapping to ISO/IEC 29100
Table C.1 — Mapping of controls for PII controllers

and ISO/IEC 29100
Table C.2 — Mapping of controls for PII processors
and ISO/IEC 29100

Annex D (informative) Mapping to the General Data Protection Regulation

Annex E (informative) Mapping to ISO/IEC 27018 and ISO/IEC 29151

Annex F (informative) How to apply ISO/IEC 27701 to ISO/IEC 27001 and
h ISO/IEC 27002 )
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Clause 5: PIMS-specific requirements related to
ISO/IEC 27001

——
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PIMS Plan, Do, Check, Act cycle
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Clause 6: PIMS-specific requirements
related to ISO 27002




Clause 6.1: General

L ]
bSl.I Copyright © 2019 BSI. All rights reserved. e



Clause 6.2.1 and Clause 6.2.1.2

Copyright © 2019 BSI. All rights reserved.

6.2.1
Management
direction for
information
security

6.2.1.2 Review
of the policies
for information
security
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Clause 6.6.2.1, Clause 6.6.2.2 and Clause 6.6.4.2

6.6.2.1 User registration and
de-registration (9.2.1)

6.6.2.2 User access
provisioning (9.2.2)

6.6.4.2 Secure log-on
procedures (9.4.2)
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Clause 6.7.1, Clause 6.8.2.7 and Clause 6.8.2.9

bsi.

6.7.1.1 Policy on
the use of
cryptographic
tools (10.1.1)

6.8.2.7 Secure
disposal or re-use

of equipment
(11.2.7)

Copyright © 2019 BSI. All rights reserved.

6.8.2.9 Clear
desk and clear

screen policy
(11.2.9)




Clause 6.9.3.1, Clause 6.9.4.1 and Clause 6.9.4.2

6.9.4.2 Protection of log
information (12.4.2)

6.9.3.1 Information backup
(12.3.1)

6.9.4.1 Event logging (12.4.1)
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Clause 6.10 and Clause 6.11 subclauses

|

6.10 Communications securi[ty

6.11 Systems acquisition, development and
maintenance

." ,
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Clause 6.12.1.2 Addressing security within supplier
agreements
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Clause 6.13 and Clause 6.15 subclauses

6.13 Information security incident management

6.15 Compliance

L]
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Summary Clause 6

Technical control for PII
- Security and privacy control
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Summary Clause 6

Confidential Integrity

AYAFIUUAAR

Availability
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Clause 7: Additional ISO 27002
guidance for PII controllers




Clause 7.2.2 Identify lawful basis

Article 6 of the GDPR

— consent from PII principals;
— performance of a contract;
— compliance with a legal obligation;

— protection of the vital interests of PII principals;

— performance of a task carried out in the public interest;

— legitimate interests of the PII controller.

L ]
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Clause 7.2.3 and Clause 7.2.4

7.2.3 Determine when and how
consent is to be obtained

7.2.4 Obtain and record consent

L]
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Clause 7.2.5 Privacy impact assessment

bsi.
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.

When should a
privacy impact
assessment be
undertaken?




Clause 7.2.6 Contracts with PII processors

A written contract is required for every
PII processor used

Copyright © 2019 BSI. All rights reserved.



Clause 7.2.7 Joint PII controller

7.2.7 Joint PII controller

L ]
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Clause 7.2.8 Records related to processing PII

Password

Xk Xk %k

bsi.
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It is advisable for an
organization to have an

inventory of processing
activities that it undertakes




Clause 7.3.1, Clause 7.3.2 and Clause 7.3.3

/7.3.1 Determining and fulfilling
obligations to PII principals

A
7.3.2 Determining information for
PII principals
a -
7.3.3 Providing information to PII
principals y
TR
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Clause 7.3.4, Clause 7.3.5 and Clause 7.3.6

/7.3.4 Provide mechanism to
modify or withdraw consent

7.3.5 Provide mechanism to
object to PII processing

7.3.6 Access, correction and/or
erasure

Copyright © 2019 BSI. All rights reserved.




Clause 7.3.7, Clause 7.3.8, Clause 7.3.9 and Clause
7.3.10

7.3.7 PII controllers’ obligations to
inform third parties

7.3.8 Providing copy of PII
processed

7.3.9 Handling requests

I S N S

7.3.10 Automated decision making

NNy I S
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Clause 7.4 Privacy by design and privacy by default

Collection and processing
are limited to what is

necessary for the identified
purpose

L]
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Clause 7.5 PII sharing, transfer and disclosure

7.5 PII sharing, transfer, and disclosure

L ]
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Summary Clause 7

Requirement for Controller
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Clause 8: Additional ISO 27002
guidance for PII processors




Clause 8.1, Clause 8.2.2 and Clause 8.2.3

8.2.1 Cooperation agreement
8.2.2 Organization’s purpose

L ]
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Clause 8.2.4, Clause 8.2.5 and Clause 8.2.6

8.2.4 Infringing instruction [

-

8.2.5 Customer obligations

8.2.6 Records related to processing
PII
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Clause 8.3.1 Obligations to PII princ
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Clause 8.4.1, Clause 8.4.2 and Clause 8.4.3

% 8.4.1 Temporary files

5

8.4.2 Return, transfer or
disposal of PII

8.4.3 PII transmission
controls

reserved.



Clauses 8.5.1 — 8.5.4

8.5.1 Basis for PII transfer between

jurisdictions

8.5.2 Countries and international

organizations to which PII might be

transferred

8.5.3 Records of PII disclosure to third

parties

8.5.4 Notification of PII disclosure B a4

-

requests b s
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Clauses 8.5.5 — 8.5.8

8.5.5 Legally binding PII disclosures
8.5.6 Disclosure of subcontractors used to process PII
8.5.7 Engagement of a subcontractor to process PII

8.5.8 Change of subcontractor to process PII

L ]
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Summary Clause 8

Requirement for Processor
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Certify ISO/IEC 27701:2019
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Certify ISO/IEC 27701:2019

There is ISMS accredited certificate

Scope of ISMS certificate is covered
scope of PIMS

L]
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Certify ISO/IEC 27701:2019

Stage 1 audit for PIMS

Stage 2 audit for PIMS

Yearly suvellance audit

Note: Certificate ia1g 3 I wa'lutAvIuviunaguay ISMS Certificate
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Certification accredit to ANAB

bsi.

Certificate of Registration

PRIVACY INFORMATION MANAGEMENT SYSTEM - ISOJIEC 27701:2019

This is to certify that:

Holds Certificate Number:

Bangkok
10120
Thailand

PM

and operates a Privacy Information Management System which complies with the requirements of
ISOMIEC 27701:2019 for the following scope:

For and on behalf of BSI:

Original Registration Date: xoeooc
Latest Revision Date: oo

Chris Cheung, Head of Compliance & Risk - Asia Padfic

Effective Date: xxooo
Expiry Date: oo

Page: 1 of 1

.making excellence a habit’

° bsi
bsi. (D)
Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This is to certify that:

Bangkok
10120
Thailand

Holds Certificate Number: 1s

and operates an Information Security Management System which complies with the requirements of ISO/IEC
27001:2013 for the following scope:

7

For and on behalf of BSI: L
Chris Cheung, Head of Compliance & Risk - Asia Pacific

Original Registration Date: X000 Effective Date: x000¢

Latest Revision Date: x000 Expiry Date: 50000

Page: 1 of 1

making excellence a habit”
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Review and final questions
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