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Industrial Revolution 4

Industrial Revolution Industrial Revolution Industrial Revolution Industrial

1.0 2.0 3.0 Revolution 4.0

- Y1784 - Y1870 - 1969 - Technology

- Hydro power - Electric power - ICT and Electronic Digital and
internet

- Mass production
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Cyber, Security, and Privacy Threat in factory 6
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Information

Information is an asset

Information can be stored in
many forms

A 4

material form
(e.g. on paper)

digital form
(e.g. data files stored on
electronic or optical
media),

bsi.

knowledge of the
employees




Information Security
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ISO/IEC 27001 Implementation structure
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BS EN ISO/IEC 27002:2017
nooporating coTigends Spsmdar 2014 and Wovermbar 2015

Information technology —
Security techniques —

Code of practice for
information security controls

(ISO/IEC 27002:2013)

BS EN ISO/IEC 27001:2017

Information technology —
Security techniques —
Information security
management systems —
Requirements (ISO/IEC
27001:2013)
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ISO/IEC 27001
Implementation structure
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ISO/IEC 27002
Code of practice for

ISO/IEC 27001
Information Security Manag
System requirement

For the assessment and

information security controls
Information Security control

Practice
Requirement 5 — 18

ement

Cryptography Operat!ons

treatment of information security risks G, | S
. . . Human Organisalign
tailored to the needs of the organization resource ofiformation
Information Sty
security Asset
incident management
@ i n/
Information ,'/
security aspects [ Access
of business \ 1 control
continuity \ |
e e = : \\
\\
System \
acquisition, : Comrnunig:tions
develo, t securi
‘maintenance. 7
@ Supplier Physical and
relationships environmental
security

Information Security Con
Annex A (A5-A18)
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ISMS Requirement and PDCA Cycle
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3 Terms and definitions

0 Introduction PLAN

1 Scope * 4 Context of the organization
« 5 Leadership
* 6 Planning

3 Terms and definitions o

« 8 Operation
CHECK

9 Performance evaluation

ACT

* 10 Improvement
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ISMS Requirement

4 Context of
organization

% |
Understanding
context

4.2
Understanding
the needs and
expectations of

interested
parties

4.3
Determining the
scope of the
ISMS

bsi.

5 Leadership

5.1
Leadership
and
commitment

5.2
Policy

5.3
Organizational
roles,
responsibilities
and authorities

6 Planning

6.1
Actions to
address risks
and
opportunities

6.2
IS objectives
and planning

7.1
Resources

7.2
Competence

7.3
Awareness

7.4
Communication

7.5
Documented
information

8 Operation

8.1
Operational
planning and

control

8.2 IS risk
assessment

8.3 IS risk
treatment

9 Performance
Evaluation

9.1
Monitoring,
measurement,
analysis and
evaluation

]
Internal audit

9.3
Management
review

10 Improvement

10.1
Nonconformity
and corrective

action

10.2
Continual
improvement




Annex A

14 security clause headings (A5
—A18)

114 controls
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Information
Security
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ISO/IEC 27001 (Information Security Management System (ISMS) -

Why implement | Stakeholder confidence
ISMS:

Legal compliance

Risk management

New business and market access
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AN U ISO/IEC 27701

Privacy Information
Management System NS
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ISO/IEC 27701
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ISO/IEC 27001
(Information
Security
Management
System)

/N
+ ‘1 J

protection of PII principals.

(PII- Personally Identifiable Information)
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BS ISO/IEC 27701:2019
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BSI| Standards Publication

Security techniques — Extension to [SO/IEC 27001
and [SOQ/IEC 27002 for privacy information

management — Requirements and guidelines

bsi.
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Clause 5: PIMS-specific requirements
related to ISO/IEC 27001

Clause 7: Additional ISO/IEC 27002
guidance for PII controllers

Clause 8: Additional ISO/IEC 27002
guidance for PII processors
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ISO/IEC 27701 (Privacy Information Management System — PIMS)

Requirement ISO/IEC 27001 + GDPR requirement

Additional requirement for GDPR is separated as Controller or Processor

Base on ISO/IEC 27001 certification

Why implement PIMS:

e Provides assurance and confidence

e Maps to GDPR and various frameworks

» Tailored to PII controllers and processors
e Generates documentary evidence

bsi.
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~ Further Information & Support

Summary
Address: BSI Group (Thailand) Co., Ltd.
127/29 Panjathani Tower, 24t FI. Nonsee
Q & A Road, Chongnonsee, Yannawa, Bangkok

10120

Tel: 02 294 4889-92

Fax: 02 294 4467

Email: infothai@bsigroup.com
Website: www.bsigroup.com/en-th
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