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Key information about the course

Many organizations have a need to control information and information systems.

ISO/IEC 27001:2022 provides requirements that can be used to manage their information security risks. The standard was 

revised and there are changes to the requirements that need to be applied to existing information security management 

systems.

This course provides a review of the updated standard from ISO/IEC 27001:2013, what the key differences are, and how an 

organization may implement and audit these changes.



• Module 4: Auditing the new requirements of 
ISO/IEC 27001:2022 and new Annex A controls

• Module 5: Auditing the new Annex A controls

• Module 6: Transitioning your ISO/IEC 
27001:2013 ISMS 

• Module 7: Day 1 review and summary

• benefits to you, welcome and introductions

• Course aims, objectives and structure

• Module 1: Understanding changes to the 
requirements of ISO/IEC 27001:2022

• Module 2: Understanding changes to Annex A 
Clauses 5 to 7

• Module 3: Understanding changes to Annex A 
Clause 8

Once you have completed the training, you will receive a BSI training certificate.
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Day 1

Agenda

• Module 11: Auditing A.7.4 Physical Security 
Monitoring

• Module 12: Auditing A.8.11 Data Masking

• Module 13: Course review and summary

• Exam

• Module 8: Introduction to Lake Dale Contact 
Centre and auditing planning of changes 
Clause 6.3

• Module 9: Auditing Clause 8.1 criteria of 
operational processes

• Module 10: Auditing A.5.7 Threat Intelligence

Day 2



Pedagogical objectives 

• Learn how to effectively transition 
your ISMS to ISO/IEC 27001:2022

• Gain an understanding of the new 
Annex A controls and how ISO/IEC 
27002:2022 can support

• Understand how to audit the 
changes to the management system 
and new Annex A controls

• Understand the transition timeline 
and what you need to do to prepare

Skills to be acquired

Upon completion of this training, you will 

be able to:

• Define the changes to ISO/IEC 
27001:2022

• Determine how to use ISO/IEC 
27002:2022 in the management of 
ISO/IEC 27001 control sets

• Demonstrate how to audit changes 
to ISO/IEC 27001:2022

• Recognize the requirements for 
effective transition to ISO/IEC 
27001:2022

• Deliver feedback on auditing the 
changes to ISO/IEC 27001:2022

Targeted audience

ISO/IEC 27001 qualified auditors or those 

with equivalent knowledge and 

experience. Suggested job roles include:

• Those responsible for implementing 
and managing an information security 
management system

• Those with responsibilities for 
auditing their information security 
management system
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What is included?

• Course materials, provided

electronically

• Letter of attestation

• Official certificate

Pedagogical, technical and 
framing means 

• Introduction to the training, detailed

program and security assignments

• Course presentation, theory and

activities/ role plays

• Answers to the activities

• Videos

• Additional documents, distributed

during the sessions, to use for the

activities

• Attendance sheet to be signed

Course materials including: 

Assessment specifics

• Questionnaire to assess the

knowledge at the end of the

training

• Customer survey



Prerequisite : There are no formal prerequisites for this course

*These training modules are eligible to the subsidizing by the public institutions in France (OPCO).

**Each delegate receives a training convention after the enrollment. 

***Please note that for the public sessions, you have until 48h before the start of the course to confirm your enrollment. For the in-house sessions, 

the deadline would be of two weeks prior to the start of the course. 

****Should you be in a disabled situation, please contact us and indicate what details should be taken into account. 

You can contact us on training.france@bsigroup.com or 01 89 79 00 40

Contact us:

Phone: +33 (0)1 89 79 00 40

Email: training.france@bsigroup.com

Website: bsigroup.fr/nos-services/formation
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