NIS2 a ISO/IEC 27001

Outil de mise en
correspondance

La transition vers la conformité NIS2
représente un défi majeur pour les
organisations relevant de la Directive.
Cette transition, généralement étalée sur
une période de 1 a 3 ans, souligne I'im-
portance de démarrer les mesures essen-
tielles dés que possible. Pour faciliter ce
processus, nous avons développé un

outil d'évaluation convivial qui harmo-
nise les exigences de la NIS2 avec la
norme ISO/IEC 27001:2022.

Notre outil utilise la norme ISO/IEC 27001
comme point de départ pratique, offrant des
perspectives précieuses sur les pratiques en
matiere de cybersécurité au sein de votre
organisation. La norme ISO/IEC 27001 établit
un cadre de bonnes pratiques, de politiques,
de procédures et de contrdles pour réduire au
minimum le risque de breches de la sécurité
de l'information. Lors de la mise en correspon-
dance des mesures NIS2 avec la norme ISO/
[EC 27001:2022, une attention particuliere est
portée a I'annexe A, qui fournit des informa-
tions cruciales du point de vue du controle.

Lannexe A de la norme ISO/IEC 27001:2022
décrit un ensemble de contrbles de sécurité
essentiels pour démontrer la conformité a la
norme ISO/IEC 27001 6.1.3 (Traitement des
risques liés a la sécurité de l'information) et a la
déclaration d'applicabilité correspondante.

Explorez le tableau ci-dessous pour obtenir
un apercu accessible du processus de com-
paraison entre la NIS2 et la norme ISO/IEC
27001:2022. Notre outil est congu pour sim-
plifier le processus d'alignement, en aidant les
organisations a comprendre les chevauche-
ments et a identifier les écarts entre les exi-
gences de conformité de la NIS2 et la norme
ISO/IEC 27001:2022.

Alors que vous vous engagez sur la voie de la
conformité, n‘oubliez pas que notre outil de
cartographie est la pour vous aider. Nous vous
encourageons a exploiter cette ressource
pour améliorer votre compréhension et vous
invitons a nous contacter pour obtenir des
conseils supplémentaires. Travaillons en-
semble pour assurer une transition efficace et
garantir la sécurité de vos informations.

Contactez-nous pour ob-
tenir une aide a la mise
en conformité avec la
norme NIS2 :

sales.fr@bsigroup.com



NIS2 Measures ISO/IEC 27001
Article 20: Governance
Annex A
A.5.1 Policies for information security
A.5.31 Legal, statutory, regulatory and contractual
requirements
A5.34 Privacy and protection of personal Identifiable
information (PII)
A.5.35 Independent review of information security
A.5.36 Compliance with policies, rules and standards
for information security
A.6.3 Information security awareness, education
and training
Article 21: Cyber security risk
management measures
(A) Policies on risk analysis and 52 Information security policy
information system security 6.1.2 Information security risk assessment process
6.1.3 Information security risk treatment process
8.2 Information security risk assessment
8.3 Information security risk treatment
Annex A
A5.1 Policies for information security
(B) Incident handling Annex A
A5.24 Information security incident management
planning and preparation
A.5.25 Assessment and decision on information
security events
A.5.26 Response to information security incidents
A.5.27 Learning from information security incidents
A.5.28 Collection of evidence
A.6.8 Information security event reporting
A.8.16 Monitoring activities




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk

management measures (cont.)

(C) Business continuity, Annex A

such as backup managemen A.5.29 Information security during disruption

and disaster recovery,

and crisis management A.5.30 ICT readiness for business continuity
A.8.13 Information backup
A8.14 Information backup
A.8.15 Logging
A.8.16 Monitoring activities
(D) Supply chain security, Annex A
including secunty—related A.5.19 Information security in supplier relationships
aspects concerning the
relationships between each A.5.20 Addressing information security within
entity and its direct suppliers or supplier agreements
Service providers A.5.21 Managing information security in the ICT
supply chain
A5.22 Monitoring, review and change management
of supplier services
A.5.23 Information security for use of cloud services
(E) Security in network and Annex A
information systems acquisition, 1 5 5 5 Addressing information security within
development and maintenance, supplier agreements
including vulnerability handling PP g
and disclosure A.5.24 Information security incident management
planning and preparation
A.5.37 Documented operating procedures
A.6.8 Information security event reporting
A.8.8 Management of technical vulnerabilities
A.8.9 Configuration management
A.8.20 Network security
A.8.21 Security of network services




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk
management measures (cont.)

(F) Policies and procedures 9.1 Monitoring, measurement, analysis and evaluation
to assess the effectiveness of :
L 9.2 Internal audit
cybersecurity risk- management
measures 9.3 Management review
Annex A
A.5.35 Independent review of information security
A.5.36 Compliance with policies, rules and standards
for information security
(G) Basic cyber hygiene practices | 7.3 Awareness
and cybersecurity training 74 Communication
Annex A
A.5.15 Access control
A.5.16 Identity management
A5.18 Access rights
A.5.24 Information security incident management
planning and preparation
A.6.3 Information security awareness, education
and training
A.6.5 Responsibilities after termination of change
of employment
A.6.8 Information security event reporting
A.8.2 Privileged access rights
A.8.3 Information access restriction
A.8.5 Secure authentication
A.8.7 Protection against malware
A.8.9 Configuration management
A.8.13 Information backup
A.8.15 Logging
A.8.19 Installation of software on operational systems
A.8.22 Segregation of networks




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk

management measures (cont.)

(H) Policies and procedures regard- | Annex A

ing the use of cryptography and, A 824 Use of cryptography

where appropriate, encryption

(I) Human resources security, Annex A
access control policies and asset | 5 5 g Inventory of information and other associated assets
management . .
A.5.10 Acceptable use of information and other
associated assets
A5.11 Return of assets
A5.15 Access control
A5.16 Identity management
A5.17 Authentication information
A5.18 Access rights
A.6.1 Screening
A.6.2 Terms and conditions of employment
A.6.4 Disciplinary process
A.6.5 Responsibilities after termination or change
of employment
A.6.6 Confidentiality or non-disclosure agreements
(J) The use of multi-factor authentica- | Annex A
tion or continuous aqtherjtlcatlon A.5.14 Information transfer
solutions, secured voice, video and .
text communications 5and secured | A-5-16 Identity management
emergency communication systems | A 517 Authentication information
within the entity, where appropriate
Article 23: Reporting obligations
Annex A
A5.14 Information transfer
A.6.8 Information security event reporting
Article 24: Use of European cyber-
security certification schemes
Annex A
A.5.20 Addressing information security within

supplier agreements




